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The CIO guide to cloud native applications

Cloud native: The key to being ready for  
continual change
What made firms successful in the past is now holding them back. Businesses must rethink how to adapt at speed 
to respond to unforeseen industry disruption.
To compete in today’s world, business leaders are placing increased demands on IT. In this guide, we explain how adopting cloud native approaches can help you to create new 
digital business models, achieve faster time to market and increase business agility, by designing innovative applications at speed, liberating your talent and securely unlocking the 
value of the Microsoft cloud. With a focus on designing human-centered applications, those who adopt cloud native approaches will be the most agile and responsive to change. 

What does cloud native mean?

While there is no universally accepted definition of cloud native, in this guide we will set forth our definition as follows: 

Cloud native applications are architected, designed, developed, packaged, delivered and managed in a manner that is consistent with the cloud environment in which 
they will run. They are developed using DevOps practices, a microservices architectural style that takes advantage of PaaS platforms and API integration across a broader 
ecosystem. 

A cloud native infrastructure is a standardized, scalable, multi-tenant environment that provides all of the hardware and services required to support applications with 
redundancy and failover capabilities to prevent disruption of service and application availability. High levels of automation are also a key ingredient in the cloud native world. 
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Cloud native is not a destination but an ongoing journey that represents 
the best practices you will adopt in your IT strategy. 

It is about adopting a specific set of methods and 
continuing to adhere to those over time. By doing 
so, your organization positions itself to create new 
business models, achieve faster time-to market and 
increase business agility. 

Although the move to cloud native is often seen 
as IT transformation, the reality is that it makes 
digital business transformation possible, ultimately 
transforming the entire organization.

Cloud native is a shift in IT and business operations 
philosophy. When organizations take an application-
led approach, they focus first on the existing 
application estate and determine where each of these 
applications will reside in the future and to what 
extent the estate will be cloud native. The underlying 
message being: “the more cloud native you are, the 
more you can achieve as a business”.

Not all applications will be cloud native, in fact, many 
applications will live out their remaining useful lifespans 
in a non-cloud native manner. An important step 
though is to review the entire application portfolio and 
define a long-term plan for each application.
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With cloud native, an enterprise increases velocity, 
agility and innovation while also gaining access to 
much needed wider capabilities. With the increased 
velocity, a business can go to market faster with 
more innovative solutions. IT becomes more agile, 
responding to business needs quicker through agile 
and DevOps approaches, but also gains access 
to pre-packaged services built on public cloud 
infrastructures, such as Microsoft Azure. 

When it comes to taking full advantage of cloud 
native architectures and approaches, it is important 
to recognize that careful consideration of your 
applications, infrastructure and data are required. 
While for many, the first thought is: “what infrastructure 
will I run my apps on”, we recommend that you 
take an application-led approach. This is because 
applications deliver the services that are the direct 
drivers of business processes, data and value, while 
infrastructure supports the applications and not the 
other way around. Other elements, from infrastructure 
and security, through to efficiency, serve the goal of 
delivering services through those applications quickly, 
dependably, securely and cost-effectively.

Adapt and evolve with cloud native



Understand the application 
continuum to unlock the 
value of the cloud
It is helpful to think of your organization’s journey to cloud native as being 
a continuum upon which all your applications reside. 

Apps that reside further along the cloud native 
continuum will be more transformational to your 
business, and as a result, you will see increased value, 
not only for IT but for the entire business.

The continuum is commonly defined by the following 
'stages': Rehost. Refactor, and Rearchitect (although 
other theories of 5, 6, and 7 Rs also exist). These 
stages are often grouped together under the category 
of 'migration and modernization', where increasing 
levels of cloud benefits are incorporated into the 
application through increasingly involved efforts to 
modify the application. 

Rehosting is the simplest and often quickest way 
to get an application into the cloud. However, the 
benefit derived by rehosting is often seen as limited.

Refactoring and Rearchitecting typically involve 
more effort but in return allow the application, and 
subsequently the business stakeholders, to realize 
greater benefits.

An additional stage is Rebuild, or New, where an 
application is designed and built to be cloud native. 

The final stage of cloud maturity is when the 
business function of the application is delivered via a 
SaaS solution. 

We will look at each of these terms and discuss 
what they mean. 
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Journey to the cloud

DevOps

Virtual Machines

Source: Microsoft Apps & Infra GTM team, “Priorities & Big Bets for Modern Apps”, July 2018.
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Rehosting: The lift and shift
Rehosting is typically carried out with an infrastructure 
as a service (IaaS) offering and is often referred to as 
a “lift and shift”. With this approach, you move your 
existing applications out of your data center and off 
your hardware into someone else’s data center and on 
to their hardware.
Traditionally, this has been perceived as the quick and easy way to access the cloud 
without incurring a great deal of cost-and for the most part that's correct. However, this 
is typically only the first step to realizing the full benefits of native cloud. 

Lift and shift is a common approach, especially for legacy applications that are either 
too complex or too costly to initially refactor. Furthermore, rehosting is fast but doesn't 
deliver the big dividends in terms of increased business value and without careful 
analysis and planning, may actually increase costs in the long-term. The business value 
isn't there because your business has the same applications with many of the same 
limitations they have always had. 

For companies that choose lift and shift, they are changing their IT model. They will 
need to put into place a series of cloud foundations. With the new IT operating model 
comes the need to consider governance, security and how to align IT and finance for a 
variable expense model. All of these considerations will start to prepare the enterprise 
for cloud native adoption with other applications. 
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The pros and cons of rehosting

Ambitious cloud migration with Towergate

Towergate—one of Europe’s largest independently owned insurance brokers—offers over 200 specialist 
insurance products to SMEs, corporate clients and direct customers. As the company grew through 
acquisitions, Towergate’s environment became fragmented, outdated and unstable. This was expensive and 
made collaboration difficult. Customer experience wasn’t as good as it could be.

Together, we embarked on one of the most comprehensive IT reboots and ambitious cloud migration 
efforts the financial services industry had ever seen. In just 12 months, we implemented solutions such 
as data center and hosting, network and telephony, end user computing and service support. The results 
speak for themselves. Towergate began to see immediate, tangible results, with 30% cost savings. Today, the 
company is smarter, faster, more reliable—and ready for the future.

The CIO guide to cloud native applications

Pros
•	 Creates increased resiliency, scalability and security.
•	 Allows an enterprise to quickly turn down infrastructure and change the cost model.
•	 Minimal code change required to execute.

Cons
•	 Return on investment (ROI) tends to be focused on IT savings and may not impact the business ROI.
•	 Expected cost savings often do not materialize as the expenses of outsourcing applications and infrastructure 

“as is” can be costly.
•	 End-user experience with applications does not change.
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Refactoring: Making your 
applications cloud ready
Moving along the continuum 
we arrive at the next stage of 
migration and modernization 
known as “refactoring”. In this 
phase, the focus is on making 
changes to the application rather 
than to the infrastructure. 

Application refactoring is the process of altering 
an application’s source code without changing its   
external behavior. The purpose of code refactoring 
is to improve many of the non-functional properties 
of the code, such as readability, complexity, 
maintainability and extensibility. 

Refactoring applications can be seen as the first real 
step in the direction of moving towards cloud native 
because as you refactor, you will typically look to adopt 
some of the characteristics of cloud native applications.

A popular approach to refactoring is the use of 
containers, as they give you the flexibility and 
choice to engage with cloud migration or application 
modernization in ways that are most appropriate for 
you and your business. 

With containers, you can speed up a data center exit 
without having to address updates to all of your 
applications at the same time. This data center exit 
changes your infrastructure demands, allowing you 
to begin leveraging your existing applications in 
the cloud as you develop and execute a long-term 
application modernization strategy. As part of that 
strategy, you may have applications that remain in 
containers for the balance of their useful life, while 
others are rearchitected or rewritten.

Containers also have the added benefit of setting the 
stage for much higher levels of automation in your 
application deployment and management. This is a 
key attribute and benefit of cloud native applications, 
especially when it comes to offering velocity and 
agility to your business.

The CIO guide to cloud native applications
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The pros and cons of refactoring

Reducing costs of existing applications with MetLife

For MetLife, the Docker Modernize Traditional Apps (MTA) program presented an opportunity to reduce 
the costs of existing applications.

The MTA project started with a single, important application that helped handle customer experience. The 
app was containerized in a single day, immediately securing improvements in the time to deploy and scale 
of the application. Of the almost 6,000 applications at MetLife, roughly 10% used the same technology 
stack as the application from the MTA POC. The resulting analysis projected a 66% total cost saving for 
those applications. This means tens of millions of dollars in savings for MetLife—and it all started with a 
single application.

Pros
•	 Typically improves application performance.
•	 Can increase deployment flexibility and allow for faster, more automated deployments.
•	 Relatively cost-effective to implement.

Cons
•	 Minimal change to the end user experience or application functionality.
•	 Costs can be high as you may need to rework a significant portion of the application.
•	 Does not enable the applications to exploit the cloud native services that unlock new sources of business value.

The CIO guide to cloud native applications
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Rearchitecting: Breathe some  
life into your legacy applications 
The final option in the migration 
and modernization stage of 
our continuum is rearchitecting. 
In this scenario, you are trying 
to get the most out of your                       
legacy investments.
This is accomplished by introducing cloud native 
aspects to your application, such as PaaS services, new 
architectural styles (potentially “microservices”), and also 
altering the code to give it many of the characteristics 
and benefits of a cloud native application.

With rearchitecting, you start with an existing 
application that is performing a valuable business 
function, but due to its architecture is preventing you 
from being more responsive to changing business 
needs. This in turn impacts on how you respond to 
customer demands, and how you remain competitive     
in the market. 

These monolithic applications can be broken down 
into microservices, which leverage modern frameworks 
and platforms. As a result, your business will be 
more agile, accelerating how code is written, tested, 
deployed and enhanced. Rearchitecting will make the 
applications more resilient and scalable. Rearchitecting 
also allows you to natively incorporate emerging 
innovative capabilities into your applications such as AI 
and analytics.

It’s important to consider that rearchitecting an 
existing application can often be complex, and 
success requires changes in not only the application 
itself but also the engineering discipline used to 
construct, test and deploy the application. Things 
like DevOps become essential in bringing together 
the infrastructure, operations and development 
viewpoints, and also in activating a new level of 
automation in these activities.

The CIO guide to cloud native applications
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The pros and cons of rearchitecting

AI and cloud transformation enables 27% incremental product revenue 
opportunity for billion-dollar company

A global cleaning products vendor had a great deal of data residing in multiple devices and systems. This 
lack of data integration meant that it wasn’t efficient, and for a billion-dollar business that just wasn’t good 
enough. We extracted data from Salesforce, which we then processed, securely stored and used Azure 
Machine Learning for outcome prediction.

Additional data was fed through API Apps and a Data Catalog Service. This allowed the business to 
predict health inspections with 90% accuracy, meaning additional product revenue and deeper customer 
loyalty—a 27% incremental product revenue opportunity.

Pros
•	 Allows you to begin using some cloud native application development approaches.
•	 Using containers can be a short-term solution for some apps and a long-term solution for others.
•	 Can produce a reduction in required infrastructure and increase portability of applications.

Cons
•	 Minimal change to the end user experience.
•	 Many organizations will need to reboot their IT organizations culture to adopt modern engineering approaches 

like agile and DevOps.
•	 Finding the people with the right skills in your own organization to undertake this type of work.



Cloud native: Make your applications stand out 
Moving on from migration and modernization, we arrive at the cloud native stage.                 
Here we focus on rebuilding applications from the ground up as a cloud native application. 
For enterprises that have made the strategic decision to extract maximum value and capability 
from the cloud, this is where they will be focusing their effort and investment.

This is where organizations have the opportunity to 
create an innovative custom, cloud native application 
that potentially creates a new business model in which 
the application becomes a competitive differentiator in 
the market. 

Cloud native applications are traditionally developed 
and optimized to run on a specific public cloud 
provider platform. However, this is changing with 
Microsoft’s Azure Arc, which now allows organizations 
to build cloud native applications that run anywhere.
The investment to rewrite an application is significant 
and many aren’t convinced of the benefits. This is 
where you need to focus beyond IT ROI and consider 
the business impact. 

By making that existing application cloud native, you 
dramatically change how the application will be able to 
meet the current and emerging needs of the business, 
and how it will be managed. The application will be able 
to change and evolve at a much faster rate and will be 
able to natively incorporate advanced technology and 
functionality, such as AI and cognitive services. 

This will enable new capabilities and a much faster time 
to market for your business. All these factors must be 
considered in the funding case.

As with rearchitecting, you will need to adopt cloud 
native engineering and process disciplines to realize the 
benefits. Cloud native applications are built from new, 
allowing you to make the right architecture and design 
choices without the added complexity of managing 
your “legacy” code and application components. 

And as long as you are starting from scratch, this is 
an excellent time to introduce real innovation into the 
process. Many companies today are engaging third-
party, digital innovation studios that leverage approaches 
like Design Thinking to truly unlock innovation.

Additionally, cloud native applications deliver the ability 
to change at pace and continually deliver a differentiated 
experience to your customers or employees in a cost-
effective manner, making them a very powerful part of 
your business strategy.

The CIO guide to cloud native applications
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https://azure.microsoft.com/en-gb/blog/build-cloudnative-applications-that-run-anywhere/


“We predict 25% of 
developers will use 
serverless and nearly 30% 
will use containers regularly 
by the end of 2021”

Forrester Predictions 2021: Cloud Computing Powers 
Pandemic Recovery
Oct 2020
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The pros and cons of cloud native
Pros
•	 Realize the scale of innovation that comes with transformative services like AI available to cloud 

native applications.
•	 Unlocks new sources of value to provide the greatest transformational impact.
•	 Provides the IT function with the necessary velocity, agility and innovation required to drive 

transformation, and the opportunity to partner with the business.
•	 Drives real innovation with the ability to focus on creating human centered applications that 

continually evolve at scale.

Cons
•	 Often requires a business case that will need to demonstrate IT and businesses ROI to be successful.
•	 Initial time to market can be a challenge when replacing feature/function parity from an existing 

application. A phased approach is recommended.
•	 Requires a transformation of process and culture, in addition to technology, to be successful.

https://go.forrester.com/blogs/predictions-2021-cloud-computing-powers-pandemic-recovery/
https://go.forrester.com/blogs/predictions-2021-cloud-computing-powers-pandemic-recovery/


SaaS: A powerful option 
for core functionality 
The final option that we will discuss is the idea of replacing an existing 
custom application, or commercial off-the-shelf (COTS) application, with 
software as a service (SaaS). 
In many cases, companies have legacy applications 
that were developed years ago to support the 
enterprise but now have SaaS options available. In 
other instances, they are finding that in the future, their 
current COTS application will only be available as SaaS. 
Regardless of the reason, adopting SaaS applications is 
the final stage in cloud applications maturity.

With SaaS applications, you purchase on a pay-as-you-
go basis and rent the use of the application for your 
organization. Users typically access it via the internet 
and connect using a web browser. Common examples 
of SaaS include productivity apps such as email, 
collaboration and calendaring; as well as sophisticated 
business applications, such as customer relationship 
management (CRM), enterprise resource planning 
(ERP), and document management. The incentive, or 
even requirement, to move to SaaS for many of these 
applications is significant as some of these vendors are 
moving to a SaaS first or SaaS only model.

When considering SaaS as an option, you should 
think about whether the application is providing 
a service or function that needs to be unique or 
differentiated in your business. While some SaaS 
solutions are highly configurable, it would be hard to 
call them customizable, which means it is difficult to 
create a competitive advantage with SaaS.

Email is a classic example of an application that 
serves an important function but isn’t something 
you rely on to differentiate yourself and therefore 
is a great option for SaaS. However, if you think 
about companies like Netflix, Uber or LinkedIn, 
the application is the business and how the end 
user interacts with the company is a significant 
part of how they differentiate themselves. We call 
this differentiation view “consume to create” and 
recommend that you consume applications that 
do not differentiate your business and create those 
applications that represent true differentiation for 
your business.

The CIO guide to cloud native applications
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The pros and cons of SaaS
Pros
•	 Easy to adopt and no need to invest in hardware to move to a SaaS solution.

•	 Low start-up costs with high adoption rates all under a pay for what you use model.

•	 Frequent small updates and patches rather than large updates.

Cons
•	 Customization is difficult making it hard to differentiate your business.

•	 You are limited to the features developed by the SaaS provider and their prioritization of new features.

•	 Finding a provider able to meet security, compliance, availability and financial viability requirements of your business.

The CIO guide to cloud native applications
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Rethink your cloud native strategy
Earlier we talked about the increased demands that business leaders 
are placing on IT and how businesses must be prepared to respond 
to industry disruptors. We recommend a holistic approach to the 
modernization of your IT strategy and that starts with understanding the 
cloud native continuum.

•	 How business is done is changing and to be 
competitive, IT must transform to increase velocity, 
agility and innovation.

•	 Adopting the cloud provides access to secure 
prebuilt capabilities that can be leveraged by IT.

•	 There are several stages on the cloud maturity 
continuum and you should not view them as 
a process to work through, but as separate 
destinations designed to fit the specific needs of 
individual applications.

•	 Let your applications lead your infrastructure 
decisions because applications deliver the services 
that are the direct drivers of business processes, 
data and value, while infrastructure supports the 
applications, not the other way around.

•	 Finally, cloud native is not a destination at which 
you arrive but instead is an approach you adopt 
and leverage as you set strategy and make IT 
decisions for the future. With a cloud native 
approach you will be able to create new digital 
business models, move faster, and unlock maximum 
value from the Microsoft cloud.

The CIO guide to cloud native applications
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 90% 
say that Cloud native 
architecture will help them to 
deliver new business value in 
the next three to five years.

75% 
want to work with a partner that 
has proven experience building 
and modernizing applications 
on the cloud using PaaS.

https://www.avanade.com/en-gb/solutions/cloud-and-application-services

https://www.avanade.com/en-gb/solutions/cloud-and-application-services


The adoption of cloud native requires new approaches and skills and with that comes 
unforeseen pitfalls, but that’s where partnering with someone that has done this before 
can help you. 52% of decision makers cited people and skills issues as the biggest 
obstacle to adopting modern software product engineering practices in-house. 

Furthermore, 58% of senior decision-makers are looking to use outside help to assist them in creating their 
own capability or use a service provider to provide some capability across a range of modern software product        
engineering techniques.

As the world’s number one Microsoft Azure SI partner, we have unparalleled expertise and experience to help you get 
the most out of the Microsoft ecosystem. Our digital innovation studios work with you to envision, design and develop 
innovative solutions that continually evolve at scale. 

The CIO guide to cloud native applications
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91% 
say that having a partner/managed 
service provider with the end-to-end 
capability to help us manage and 
evolve our applications would be 
extremely valuable.1

95% 
of Fortune 500 companies trust their 
business on the Microsoft cloud.2

89%
say it’s critical that suppliers/partners 
can adapt their approach to meet 
business/tech priorities/requirements 
as they change.1

They’re a critical component of helping our clients to build human centered applications at speed and securely unlocking 
the value of the Microsoft cloud. 

As you rethink your cloud native journey, consider what it means to not only adopt cloud native practices but also what 
it means to reset your cloud strategy for the future.

1. Ready by Design Executive Research Report.
2. Microsoft Azure: The only consistent, comprehensive hybrid cloud

https://www.avanade.com/-/media/asset/thinking/ready-by-design-executive-research-report.df?la=en&ver=1&hash=5F0C98C8E8867D2255C64058B6D35DBF
https://azure.microsoft.com/en-us/blog/microsoft-azure-the-only-consistent-comprehensive-hybrid-cloud/


About Avanade

Avanade is the leading provider of innovative digital, cloud and advisory services, industry solutions and design-led experiences across the Microsoft ecosystem. 
Every day, our 56,000 professionals in 26 countries make a genuine human impact for our clients, their employees and their customers. Avanade was founded in 
2000 by Accenture LLP and Microsoft Corporation. Learn more at www.avanade.com. 

©2022 Avanade Inc. All rights reserved. The Avanade name and logo are registered trademarks in the U.S. and other countries. Other brand and product names 
are trademarks of their respective owners.

North America 
Seattle 
Phone +1 206 239 5600 
America@avanade.com

South America 
Sao Paulo 
AvanadeBrasil@avanade.com

Asia-Pacific 
Australia 
Phone +61 2 9005 5900 
AsiaPac@avanade.com

Europe 
London 
Phone +44 0 20 7025 1000 
Europe@avanade.com

Partner with Avanade to help you unlock 
the value of the cloud. 
Contact us today.

Why Avanade? 

Also see:
Cloud and Application Services
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