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Cybersecurity is a CEO topic
The International Monetary Fund (IMF) estimates that 
cyberattacks are leading to $100 billion in losses for 
financial institutions. 
Cybercrime will cost the world $6 trillion this year, up from $3 trillion in 2015. It’s estimated 
ransomware cost $20 billion in 2020, versus $8 billion in 2018. Last September the U.S. 
Treasury Financial Crimes Enforcement Network was breached. Large amounts of anti-
money laundering Suspicious Activity Reports were leaked, which contained sensitive 
information provided by banks. 

And we haven’t even mentioned SolarWinds…

Security is becoming more complex. There are 200 changes made every day by over 
1,000 regulatory bodies globally, such as the FFIEC, for example. Mark Carney, the 
ex-Bank of England governor, commented at Sibos 2019 that “regulation costs the UK 
banking sector £2-4.5 billion each year. Every supervisor has to read the equivalent of 
the complete works of Shakespeare twice every week.” Add to that the proliferation 
of data and devices, the risks of mobile or remote working plus rogue nation states 
and hacktivists consistently attacking your bank and customers – the threat surface is 
increasing. Arguing “I wasn’t breached last year, so I’ll do the same this year” is no longer 
possible. Many organizations have been breached – they just don’t know it yet.

Cybersecurity is a CEO topic. That’s why Chief Information Security Officers (CISOs) are 
now joining corporate boards. CISOs are being tasked to combine security, compliance, 
identity, data, and management as an interdependent whole. Bringing all these critical 
parts of risk management and data protection together is not an easy task.

https://www.cybersecurity-insiders.com/cyber-attacks-incur-100-billion-losses-to-financial-institutions/
https://www.cybersecurity-insiders.com/cyber-attacks-incur-100-billion-losses-to-financial-institutions/
https://www.herjavecgroup.com/the-2019-official-annual-cybercrime-report/
https://www.forbes.com/sites/chuckbrooks/2021/04/12/3-key-cybersecurity-trends-to-know-for-2021-and-on-/?sh=104f6bc74978


So how can we help you protect your bank 
and your customers, given the ever-increasing 
threats to your business?

We’ve identified five major threats:
• Supply chain attacks and third-party risk: The European Union’s (EU) Single 

Resolution Board (SRB) appears on the SolarWinds threat actors’ target list. A 
breach of the SRB, which is the central resolution authority for troubled banks, 
could give visibility into how the EU defends the stability of the entire European 
financial system. Cloud service providers, managed security service providers, and 
other third parties performing critical services will continue to be lucrative targets.

• The rise of ransomware: Organizations could face fines under the EU General 
Data Protection Regulation if confidential information becomes public. The 
U.S. Treasury Department has warned that financial services institutions could 
face penalties for paying a ransom to a U.S. sanctioned group or for facilitating 
payments to terrorists.

• Increasing cyberfraud, especially during the pandemic: Early in the pandemic 
fraudsters began using dormant corporate bank accounts to request government-
funded loans. Due to a pandemic-inspired increase in the use of peer-to-peer 
payment apps (such as PayPal and Venmo), criminals frequently rely on them to 
trade stolen credentials, launder money, or conduct social engineering.

• Insider threats due to remote working: Bank staff may click on pandemic-
related phishing links or unsecured collaboration tools. Many banks described 
workers that are soliciting non-bank employees to do some or all of their work for 
them – providing their credentials to directly access bank systems. Verizon’s annual 
data breach report notes that only 50% of all reported vulnerabilities are actually 
patched in the first quarter after discovery. IT teams that don’t patch then are less 
likely to ever patch at all.

• The impact of emerging technologies on encryption: Quantum computers 
can now solve complex problems, such as breaking certain types of RSA encryption 
in one day that would take thousands of years for an ordinary computer. Leaks 
from facial recognition systems have shown the vulnerability of biometric 
authentication – a major issue given the rise in digital onboarding and KYC. 
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The threat surface is expanding



We are Microsoft specialists

These often integrate with other non-Microsoft solutions but the foundational access controls are Microsoft-
based in some form. Our clients often purchase Microsoft 365 security packages but are either not proficient 
in them or, in some cases, are not aware of the strong security features that are already included in the 
license. Getting the most out of such an investment – and securing that environment – is critical. 

In January 2021 Microsoft announced that for the first time security accounted for over $10 billion in 
revenues, representing 40% year-on-year growth. Microsoft has 90 of the Fortune 100 using four or more 
of their security, compliance, identity and management solutions. In 2020 Microsoft blocked almost 6 billion 
threats on endpoints and over 30 billion email threats. Azure Sentinel analyzes over 4 petabytes of data 
each month from Azure, Amazon Web Services (AWS), on-premises devices – and more (that’s roughly 
200,000 times the size of Wikipedia every month). Over 30 billion authentications are processed daily across 
Azure Active Directory’s (AD) 425 million users. 

Microsoft’s commitment to comprehensive data protection empowers customers to protect their cloud 
workloads wherever they’re hosted, including AWS and Google Cloud Platform. Microsoft Defender for 
Endpoint now protects iOS, Android, macOS and Linux.
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In our client work we find that most banks operate Microsoft 
technology within their internal ecosystem. From desktops to server 
operating systems – even the databases (core and other financial 
third-party applications) where customer data is processed. 
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Robust security when      
you need it most

Because of the shift to remote working, the accelerated adoption 
of digital, the move to cloud for scale and flexibility, and the 
associated rise of cyberfraud, security has taken on a new level 
of importance. 

Our security services provide a holistic approach through advisory, design, implementation 
and managed services based on five principles: robust security, zero-trust, seamless and 
secure collaboration, a simplified security landscape and secure digital innovation in the 
cloud and workplace.

Recognized as the Microsoft Global 20/20 Security Advisory Partner of the Year (2020) 
and Zero Trust Champion - Systems Integrator (2021), Avanade works with banks to build 
security into core technologies such as Windows, Office, and Azure. We focus on digital 
identity, information protection, application security and cyberdefense. 

We can help you shift from a reactive to an adaptive security posture, develop                
cloud cyber-resilience, build a secure modern workplace, identify your digital identity 
perimeter, create security strategy and handle a major crisis. As you’d expect, we also       
have a complementary partner ecosystem. In addition, we offer a number of accelerators 
that provide a holistic picture of your security landscape and risk exposure, including 
workplace, cloud, active directory (AD) and digital identity. 
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https://www.avanade.com/-/media/asset/solutions/avanade-managed-security-services-brochure.pdf?la=en&ver=1&hash=0B4C976372694229D38CA34D59EEADF4
https://www.avanade.com/en-gb/solutions/security-service-solutions/cloud-security
https://www.avanade.com/en-gb/solutions/security-service-solutions/secure-modern-workplace
https://www.avanade.com/en-gb/solutions/security-service-solutions/digital-identity
https://www.avanade.com/en-gb/solutions/security-service-solutions/ciso-guide
https://www.avanade.com/-/media/asset/solutions/compromise-recovery-r1-leave-behind-pdf.pdf?la=en&ver=1&hash=A127EF970B7ED5902DFEEC87A6731397


So how can banks          
become more resilient?
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Bringing security to life
We’ve worked with the largest banks to bring security to life, based on our 
knowledge of the Microsoft ecosystem. Here are some examples:

• A U.S. credit union wanted to apply AI and 
machine learning to proactively provide its 
members with new offers. We created a set of 
scalable, repeatable processes to stand up a secure 
cloud environment to support this, based on 
Microsoft Azure, for use in subsequent production 
environments. This not only allowed security to 
become a business enabler for the client but 
boosted its confidence that this environment would 
meet or exceed the security requirements for its 
financial services industry audit.

• For one of the largest retail and commercial 
banks we helped decrease total cost of ownership 
(TCO) and reduce server infrastructure, as recent 
mergers had created disparate systems. We 
developed a detailed process designed to scale for 
multiple AD migrations, including 10,000 servers 
in 400+ domains. This resulted in $9 million 
hardware and support savings with a new Azure AD 
centralized model.  

• For one major bank, with over 200,000 staff, 
we helped set up 90% of its people as home       
workers within six weeks, using a secure, fully 
cloud-based solution with no extra hardware or 
infrastructure requirements. 

• We helped a large financial institution transition from 
its old, on-premise security operations center to a 
fully offshore, 24/7 managed security service. We 
designed and deployed a solution that integrated 
into its existing systems. Over a 12-month period, we 
managed 44,000 security incidents while developing 
automation and process enhancements. This 
released IT and security resources, allowing them to 
innovate and drive growth.

Over the next 12 months we expect banks to 
rethink their way forward. They will focus on cost 
containment, employee empowerment, protecting 
core operations, supporting customer needs, and 
setting a growth agenda. Building a secure and resilient 
operation is essential to hitting these priorities. 



The turmoil and disruption of the last year made it difficult to get perspective. 
Now is an ideal time to review your business environment, assess emerging regulatory and compliance requirements, and ensure your security 
posture is robust and up to date. Here are three suggestions for becoming more resilient: 

Undertake a comprehensive risk assessment 
If, like many banks, you’ve had to rapidly scale remote 
working and deploy new collaboration and workforce 
tools, it’s time to conduct a risk assessment of your 
environment. It’s hard to evaluate everything, so start 
by identifying the assets of most value and understand 
what you want to protect. Then you’ll be able to 
pinpoint the key risks to those assets and come up 
with a tactical plan to address them. Clearly, to do this 
effectively you need to be aware of the ever-growing 
demands of regulatory bodies and cybersecurity 
frameworks (such as the National Institute of 
Standards and Technology (NIST), for example). We 
can help here, if required.

Realize your security vision over the long term
We recommend that you implement a holistic 
approach to security and make it a part of your 
organization’s digital transformation from the outset. 
Build security into the IT solutions and applications, 
rather than trying to address with the latest cybertech 
solution, which may soon become redundant.

Simplify and enhance your security landscape
Excessively heterogeneous security architectures are 
difficult and costly to manage and may increase your 
risk of exposure, so look to leverage any capabilities 
that are integrated into your cloud provider’s platform.  
Ensure you’re fully using built-in security capabilities, 
such as those included in Microsoft 365, which will 
help to reduce unnecessary costs. Security should 
be a business enabler, so try to balance security 
and controls to avoid adding barriers and adversely 
affecting employee productivity. The right identity 
solution can’t be a tax on the end-user experience. 
This will allow your organization to operate in an agile 
way and prepare for whatever comes next. Make 
building a strong security culture a priority. 

A good place to start is our Microsoft 365 Security 
Assessment. We assess your current Microsoft 
365 environment from a security and compliance 
perspective to identify gaps and remediation areas. 
We provide a comprehensive analysis and roadmap 
based on your bank’s security controls and business 
requirements; an M365 Secure Score report and 
dashboard on data protection and governance;        
and a holistic assessment to mitigate evolving 
cybersecurity risks.

Alternatively, our Identity Infrastructure and 
Process Assessment provides a comprehensive 
assessment and automated discovery of risks, 
while evaluating your infrastructure to recommend 
improvements.
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Be ready for resilience
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Contact us to find out 
more details.

So how can banks          
become more resilient?

https://www.avanade.com/en/contact


Our banking expertise 
We work with 13 of the top 20 global banks and over 60% of the top 100. 

We have access to the most advanced Microsoft technology platforms and Accenture’s global banking and regulatory expertise. 

We’re recognized as global leaders in Microsoft services. We find that our clients want to move quickly and deliver short, outcome-based projects.                       

Visit www.avanade.com/banking for more details. 
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Automation and AI

We’re helping banks digitize processes. 
We apply intelligent automation and 
AI to deliver efficiency and deep 
customer insight. We can help with data 
management, chatbot development 
and conversational AI. 

Cloud and IT transformation

We deliver cloud services on Azure, 
trusted by 80% of the world’s largest 
banks. We speed up application 
development using an agile approach, 
reduce legacy dependency and 
help you scale flexibly to meet rising                
market demand.

Digital marketing, sales, and service

We’ve created 360-degree customer 
views, improved cross-selling rates 
and identified Next Best Action. 
We’ve improved lead scoring and 
qualification, opportunity tracking, 
campaign planning and automation, 
personalization, and onboarding.

Workplace transformation

We adopt a holistic approach, involving 
IT, HR and business division heads, that 
we call WX (Workplace Experience), 
specifically for banks. If you need it, 
we’ve also pulled together best practices 
on remote working.

http://www.avanade.com/banking
https://www.avanade.com/-/media/asset/other/rise-of-intelligent-automation-financial-services-pov.pdf?ver=1&la=en
https://www.avanade.com/en/industry/banking/cio-guide-to-legacy-modernization
https://www.avanade.com/en/solutions/customer-experience/sales-and-service
https://www.avanade.com/en/thinking/workplace-experience/retail-banking-guide-to-workplace-experience


Why Avanade? 
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At Avanade, we’ve migrated over 1 million remote working 
accounts for our clients since the start of 2020. 
We are now helping to guide these organizations to a new secure operating model, which is built to adapt and protect 
them in the future. We’re the experts at helping you secure your Microsoft and hybrid IT ecosystems. 

Recognized as the Microsoft 20/20 Security Advisory Partner of the Year (2020), we provide proven methodologies, deep 
expertise, and leading-edge technology. Our security services provide a holistic approach through advisory, design, 
implementation, and managed services. As a managed security provider, we can also augment your security team and 
provide the 24/7 monitoring of events and ongoing operational support to help you stay ahead of security risks.

Visit www.avanade.com/security to see how we can help you secure your bank.
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About Avanade

Avanade is the leading provider of innovative digital and cloud services, business solutions and design-led experiences on the Microsoft ecosystem. With 39,000 
professionals in 25 countries, we are the power behind the Accenture Microsoft Business Group, helping companies to engage customers, empower employees, 
optimize operations and transform products, leveraging the Microsoft platform. Majority owned by Accenture, Avanade was founded in 2000 by Accenture LLP and 
Microsoft Corporation. Learn more at www.avanade.com.

© 2021 Avanade Inc. All rights reserved. The Avanade name and logo are registered trademarks in the U.S. and other countries. Other brand and product names are 
trademarks of their respective owners.

North America 
Seattle 
Phone +1 206 239 5600 
America@avanade.com

South America 
Sao Paulo 
AvanadeBrasil@avanade.com

Asia-Pacific 
Australia 
Phone +61 2 9005 5900 
AsiaPac@avanade.com

Europe 
London 
Phone +44 0 20 7025 1000 
Europe@avanade.com

http://www.avanade.com/security
https://www.avanade.com/en-us/clients/bupa
mailto:America%40avanade.com?subject=
mailto:AvanadeBrasil%40avanade.com?subject=
mailto:AsiaPac@avanade.com
mailto:Europe@avanade.com



