
Handle disruption better 
Because of ever-increasing cybersecurity risks, the 
European Union (EU) has decided to significantly improve 
the IT security of financial services institutions. The Digital 
Operational Resilience Act (DORA), adopted in November 
2022, is designed to ensure banks stay resilient throughout 
severe operational disruptions. It applies to critical third 
parties who supply IT services to the financial services sector. 
DORA aims to consolidate and update all IT risk requirements 
addressed separately in different regulations. Rather than 
just setting capital requirements to cover IT risk, it develops 
capabilities that will help banks detect, protect and recover 
when faced with IT incidents. 
Will DORA develop better governance or prove unable 
to handle the speed of cyber-threats in the digital world? 
Previously, banks have used a well-tested, ‘3-lines-of-defense’ 
model, which outlines roles and responsibilities for risk 
owners, risk advisors/controllers, and internal audit. Is this still 
appropriate? How will DORA and the current model work 
together? The answer to these questions will have profound 
consequences on how banks handle disruption in the future. 

Upgrade your current 
regulatory model  

DORA: why 
operational resilience 
is critical for banks

Set up in 2013, the defense model is easy to understand, 
provides a simple organisational design and gives a clear 
map for navigating banks’ accountabilities, risks and 
reporting. It has a set of checks and balances, such that if 
one safety net falters, the next line of defense is ready and 
robust. It is well-defined, transparent, ensures strong risk 
management practices and can be audited regularly. 

First line: Risk Owners i.e., managing risks associated 
with products, processes and functions. These are assessed 
versus risk limits set by the Board, in line with risk strategy. 
Second line: Risk Advisors and Controllers  
i.e., including governance, risk and compliance functions. 
They advise the first line on the content of risk management 
frameworks. Risks are typically measured through 
quantitative metrics. They provide risk reporting to various 
stakeholders, including external bodies, such as financial 
regulators.  
Third line: Risk Assurance i.e., providing risk assurance 
on the effectiveness of risk management and internal 
controls, for both first and second lines. It serves as 
an internal audit function, issuing advice to owners of 
inadequate processes and mandating remedial work.  
To protect its independence and objectivity, it has a direct 
reporting line to the Board. 
This model allows banks to set goals and strategies to 
achieve the necessary governance, risk management and 
control frameworks to manage the bank’s risks. These serve 
as one of the main performance metrics to help banks 
find the regulatory balance between risks and returns. 
Sometimes external auditors and regulators are termed a 
fourth line of defense. 
However, the three lines have often become organizational 
silos, developed differing approaches to risk management 
and data creation, thereby inhibiting apple-to-apple 
comparisons, and created internal roadblocks rather than 
shared workflows, leading to gaps and duplication.  

Do what matters
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Integrate DORA to improve 
digital resilience 

The 2008 global crisis was very much the backdrop for 
the EU when crafting legislation on digital resilience across 
the financial services sector. IT and communications 
infrastructure is critically important, whether within the EU 
or not. Any malfunction has the potential to put the whole 
system at risk. 
DORA rests on five pillars: IT risk management, IT-related 
incidents management and reporting, digital operational 
resilience testing, IT third party risk management and 
intelligence sharing. However, how it links to the current 
model has not yet been expressed in detail, although it 
broadly concurs with it.  
DORA focuses more on monitoring the risk management  
of critical IT third parties and its governance requirements 
are designed to ensure an across-the-board risk and control 
management structure. It specifically takes aim at digital, 
especially third party, risks and is designed to capture all 
risk categories from traditional (credit, liquidity, market) 
to operational (which includes digital). The challenge is 
to integrate DORA into a fully embedded segment of 
the defense model, especially when quantifying broader 
operational risks. 

Collaborate better and faster 
In 2020, the Institute of Internal Auditors launched a 
revamped version of the defense model – now simply the  
‘3 lines model’ – to include value creation as well as risk, 
better collaboration between the three lines (including 
shared goals) and clearer roles. This is a much more 
principles-based framework, allowing for greater flexibility, 
and should improve DORA integration. This is vital as the 
ever-changing nature of cybersecurity risks and the speed 
at which they can strike the financial system means that 
banks, and their IT third parties, need to be much more 
responsive and resilient. Not only will banks need to be 
constantly up-to-date with the latest advances in digital 
threats but they will require access to real-time analytics to 
continuously perform risk assessments and instantly assess 
controls and processes. 
This has two major implications:  
Banks should develop an agile audit approach 
that synchronizes with other risk and control 
methodologies. This will allow the three lines to act 
together, prompt remedial actions faster and reinforce 
digital resilience. 
Data will need to be consolidated and centralized 
to support better identification and quantification 
of risk. This will speed up decision-making for different 
stakeholders across the bank. 
Clearly, there will be a significant amount of work required 
to integrate DORA with the ‘3 lines’ model with major 
implications in the areas of security, real-time analytics, 
internal audit, business continuity and data management. 

“The ‘3 lines’ (of defence model) have 
often become organizational silos, 
developed differing approaches to risk 
management and data creation, thereby 
inhibiting apple-to-apple comparisons, 
and created internal roadblocks rather 
than shared workflows, leading to gaps 
and duplication.”
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How Avanade can help 
Because of our work with banks globally, our world-class understanding of the Microsoft portfolio and our expertise in 
cybersecurity, data and analytics, regulatory compliance and operational resilience, we can support banks on their path to 
DORA compliance. Here are some of the services we offer: 

Given the ever-changing shape of cybersecurity threats in the financial services sector, investing in operational resilience is 
critical for banks. Let Avanade help you do what matters.

Reporting and analytics: this will support agile decision-making within the 3 lines model and at board level; 
it will include data feeds, cleansing, consolidation and enrichment, typically from a large number of legacy 
systems, as well as dashboards for key metrics, such as capital calculations 

Compliance management: we are developing DORA-compliant functionality with Microsoft’s Purview 
Compliance Manager, including continuous audit capabilities and process and compliance architecture  
and re-engineering 

Third party IT risk management: we can provide functionality to allow more intelligent supervision, 
including contract management  

Cybersecurity: we can pro-actively identify threat actors, especially third parties, develop cyber-resilience, 
create a secure, modern workplace and undertake comprehensive risk assessment within a zero trust 
environment 

GRC managed service: we can offer a managed service for governance, regulation and compliance (GRC), 
including cross-referencing and streamlining of regulations, certifications and standards 

“There will be a significant 
amount of work required 
to integrate DORA with 
the ‘3 lines’ model with 
major implications in the 
areas of security, real-time 
analytics, internal audit, 
business continuity and 
data management.”
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Why Avanade? 
At Avanade, our purpose is to make a genuine human 
impact for our people, our clients and our communities. 
Established over 20 years ago by Accenture and Microsoft, 
Avanade is uniquely positioned as a global leader across 
the Microsoft ecosystem. Our strong alliances with 
Microsoft and Accenture bring together the world’s largest 
community of experts on Microsoft-based solutions, with 
more than 65,000 skilled professionals across Avanade and 
Accenture. Every day our people bring industry insights, 
unrivalled expertise and breadth of services to do what 
matters for our clients and their customers.  
We work with 13 of the top 20 global banks and 60% of the 
Top 100. We have access to Microsoft’s regulatory platforms 
and Accenture’s global compliance and regulatory 
expertise. Visit www.avanade.com/banking to find out more 
about our work or contact us today. We offer pragmatic 
advice combined with execution in the following areas: 
Automation and AI: To improve productivity and speed 
up business outcomes, we’re helping banks digitize 
processes. We apply intelligent automation and AI to deliver 
efficiency and deep customer insight. We can help with 
data management, chatbot development and even advise 
on conversational AI. For one bank we’ve helped build an 
algorithm-based cash flow forecasting system. 
Cloud and IT transformation: To help banks manage their 
day-to-day IT services, we deliver a range of cloud services 
on Azure, trusted by 80% of the world’s largest banks and 
85% of Global Systemically Important Financial Institutions. 
We can speed up application development using an agile 
approach, reduce your dependency on legacy and help you 
scale flexibly to meet rising market demand. 

Security: Working with national, regional and multinational 
banks we have developed expertise across a variety of 
areas, including digital identity and authentication, data 
protection, encryption, secure collaboration, incident 
response and cyberdefense. 
Digital marketing, sales and service: Building on 
Microsoft accelerators, we’ve developed a true 360-degree 
customer view for many banks around the world, 
improving cross- selling rates and identifying next best 
actions. We’ve improved lead scoring and qualification, 
opportunity tracking, campaign planning and automation, 
personalization and onboarding. 
Workplace transformation: We’ve developed a holistic 
approach, involving IT, HR and business division heads, that 
we call WX (Workplace Experience), specifically for banks. 
If you need it, we’ve also pulled together best practice on 
remote working for employees, business and IT leaders. 

We have deep experience with large-scale Microsoft 
technology implementations:  
• Migration of more than 10 million Windows desktops  
• Over 8 million Microsoft 365 seats implemented  
• 3,000-plus SharePoint projects for 600 clients  
• A leader in Microsoft Dynamics 365 deployments 
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