
Welcome to the digital world 
Managing digital risk is significantly different from 
managing financial risk. Digital (or IT) risks tend to come 
out of the blue, are hard to predict and difficult to quantify. 
This is in comparison to credit or market risk where a 
bank can self-regulate the level of risk it is willing to 
accept. A risk-based audit prioritizes those risks that are 
of concern and addresses them with a higher frequency 
than a conventional audit. Internal Audit typically has a 
wider spectrum to cover, is more pre-planned and will 
not necessarily focus on high-level risks as part of a more 
holistic overview. 
Digital risks occur without warning and require continuous 
control and management, rather than periodic internal 
reviews. This begs several questions: 
• How do you develop prompt and pro-active responses 

to digital incidents, rather than simply reacting to risk? 
• How can banks identify and mitigate all key digital risks? 

What reporting is required? 
• How can banks improve their understanding of digital 

risks? How can it be integrated into the enterprise risk 
management framework? 

The Digital Operational Resilience Act (DORA), published 
late last year, leaves it to the banks’ discretion as to the 
level of focus and review frequency of digital risks. It is only 
implicit that such internal audits need to keep pace with the 
rate at which digital risks occur.  
How can banks handle digital risk? 

DORA: how can  
banks handle  
digital risk?

Marching to a new beat: 
internal audit in a digital 
landscape  

While a new approach to assessing digital risk may not  
yet be feasible, the goal should be faster audit cycles,  
more timely reporting and swifter responses from the  
Audit Committee and the bank’s board. Currently, such  
an approach is constrained by strictly regulated meeting 
schedules, which typically are preceded by planning 
sessions, risk assessments, issue identification, walk-throughs 
and testing (to name a few processes), before it even gets 
to the Audit Committee. 
Continuous monitoring and tracking in real time of IT 
systems and tools will be needed, including automation 
and digitization of controls, especially around data loss 
and breaches. Features such as compliance as code, 
code reviews, and application security testing will play an 
important role in this regard. However, there is a balance 
here. As Internal Audit moves towards a more proactive 
approach, such as providing advice in the design of 
controls, it needs to ensure that it does not audit processes 
and tools that have been actively developed by the Internal 
Audit team itself. 

Do what matters
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The new EU legislation, although principles-based,  
is specific on expectations where automatic controls can  
be established. Quoting from article nine: 
• They shall continuously monitor and control the security 

and functioning of ICT systems and tools  
• They shall minimise the impact of IT (digital) risk on 

IT systems through the deployment of appropriate IT 
security tools, policies and procedures  

• IT solutions and processes shall: 
 – Ensure the security of the means of transfer of data 
 – Minimise the risk of corruption or loss of data, 

unauthorised access and technical flaws that may 
hinder business activity 

 – Prevent the lack of availability or impairment of 
authenticity and integrity of data 

 – Ensure that data is protected from risks arising from 
data management, including poor administration, 
processing-related risks and human error. 

“While a new approach to assessing 
digital risk may not yet be feasible,  
the goal should be faster audit cycles, 
more timely reporting and swifter 
responses from the Audit Committee 
and the bank’s board. Continuous 
monitoring and tracking in real time 
of IT systems and tools will be needed, 
including automation and digitization  
of controls, especially around data loss 
and breaches.”

DORA requires mechanisms to promptly detect anomalies, 
including IT performance issues, and then initiate the 
correct level of incident response. The ongoing assurance 
and testing of controls, and whether they remain efficient 
in mitigating digital risk, will be one of the most important 
responsibilities of Internal Audit. 
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How Avanade can help 
Because of our work with banks globally, our world-class understanding of the Microsoft portfolio and our expertise in 
cybersecurity, data and analytics, regulatory compliance and operational resilience, we can support banks on their path to 
DORA compliance. Here are some of the services we offer: 

Given the ever-changing shape of digital risks in the financial services sector, investing in operational resilience is critical for 
banks. Let Avanade help you do what matters.

Reporting and analytics: this will support agile decision-making within the 3 lines model and at board level; 
it will include data feeds, cleansing, consolidation and enrichment, typically from a large number of legacy 
systems, as well as dashboards for key metrics, such as capital calculations 

Compliance management: we are developing DORA-compliant functionality with Microsoft’s Purview 
Compliance Manager, including continuous audit capabilities and process and compliance architecture  
and re-engineering 

Third party IT risk management: we can provide functionality to allow more intelligent supervision, 
including contract management  

Cybersecurity: we can pro-actively identify threat actors, especially third parties, develop cyber-resilience, 
create a secure, modern workplace and undertake comprehensive risk assessment within a zero trust 
environment 

GRC managed service: we can offer a managed service for governance, regulation and compliance (GRC), 
including cross-referencing and streamlining of regulations, certifications and standards 

“Managing digital risk 
is significantly different 
from managing financial 
risk. Digital (or IT) risks 
tend to come out of the 
blue, are hard to predict 
and difficult to quantify.” 
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Why Avanade? 
At Avanade, our purpose is to make a genuine human 
impact for our people, our clients and our communities. 
Established over 20 years ago by Accenture and Microsoft, 
Avanade is uniquely positioned as a global leader across 
the Microsoft ecosystem. Our strong alliances with 
Microsoft and Accenture bring together the world’s largest 
community of experts on Microsoft-based solutions, with 
more than 65,000 skilled professionals across Avanade and 
Accenture. Every day our people bring industry insights, 
unrivalled expertise and breadth of services to do what 
matters for our clients and their customers.  
We work with 13 of the top 20 global banks and 60% of  
the Top 100. We have access to Microsoft’s regulatory 
platforms and Accenture’s global compliance and 
regulatory expertise. Visit www.avanade.com/banking to 
find out more about our work or contact us today.  
We offer pragmatic advice combined with execution in  
the following areas: 
Automation and AI: To improve productivity and speed 
up business outcomes, we’re helping banks digitize 
processes. We apply intelligent automation and AI to deliver 
efficiency and deep customer insight. We can help with 
data management, chatbot development and even advise 
on conversational AI. For one bank we’ve helped build an 
algorithm-based cash flow forecasting system. 
Cloud and IT transformation: To help banks manage their 
day-to-day IT services, we deliver a range of cloud services 
on Azure, trusted by 80% of the world’s largest banks and 
85% of Global Systemically Important Financial Institutions. 
We can speed up application development using an agile 
approach, reduce your dependency on legacy and help you 
scale flexibly to meet rising market demand. 

Security: Working with national, regional and multinational 
banks we have developed expertise across a variety of 
areas, including digital identity and authentication, data 
protection, encryption, secure collaboration, incident 
response and cyberdefense. 
Digital marketing, sales and service: Building on 
Microsoft accelerators, we’ve developed a true 360-degree 
customer view for many banks around the world, 
improving cross- selling rates and identifying next best 
actions. We’ve improved lead scoring and qualification, 
opportunity tracking, campaign planning and automation, 
personalization and onboarding. 
Workplace transformation: We’ve developed a holistic 
approach, involving IT, HR and business division heads, that 
we call WX (Workplace Experience), specifically for banks. 
If you need it, we’ve also pulled together best practice on 
remote working for employees, business and IT leaders. 

We have deep experience with large-scale Microsoft 
technology implementations:  
• Migration of more than 10 million Windows desktops  
• Over 8 million Microsoft 365 seats implemented  
• 3,000-plus SharePoint projects for 600 clients  
• A leader in Microsoft Dynamics 365 deployments 

Do what matters
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